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(57) Abstract: 

PROBLEM TO BE SOLVED: To make it hard to illegally 
decode a secret key by updating a temporary key as a 
secret key in every preprocessing or postprocessing in 
encryption and decode processing. 

SOLUTION: A control processing part 7 reads 
symmetrical cipher algorithm F from 1st nonvolatile 
memory 1, makes the algorithm F process a secret key 
SK and a random number which are stored in volatile 
memory 9 and stores the information generated from this 
processed result as a key for temporary cipher 
processing, i.e., a temporary key in the memory 9. Next, 
the part 7 makes the algorithm F process a clear text 
and the temporary key which are stored in the memory 9 
and stores this processed result as a cipher text in the 
memory 9. When the cipher text is created in this way, 
the part 7 reads the temporary key stored in the memory 
9, rewrites and updates a secret key which is stored in 
2nd nonvolatile memory 3 with, this temporary key and 
prepares for the next encryption processing. 
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(57) mm] 

aaRN*«t^jBSKSJ}Wlft7 
fiXT-SttfclC. fBSB«SK*5 L >#5UftTKTH8r 




I&MSP-I 0-440 



^{tt- ^ # ¥x £ fc ««[ tf *< s r» * 3 s*mnt 

*fffcn& ^ 7 ;u rf U X A ft felfo L T ^ 5 *f ^ 7 ;i/ =f 'J 

«a**t7JI/=f'JXAftt**HJU ttttfMM}7;i'=fUX 
A (C J; o TttESJta^B:** 6 ©SLffcfe «k ffiKfMB 

*Hfc* 7 ;!/ U X Afttt^a S tlT I » w# 
^7JH/UXA*tt*WU, K#fMH»7;P=f>JXAlc 

WEasBMftW^a \z&to snt^* Sffitt ft iE-»? 
8&TSgDr-r *M«r^S«t ft ft * C i 

pf #aamffl ft lt^s «j««»i(rt^a t . 

*f«S5Bt^7 , ;U=^'JXAft«HWUXV>**t«?Bt#7;i'=fU 
XAKM9R&. 

MEnsuff iri: «fc o metMMMfturaft* s we«fa 



tmn 7 ;i/ ^ u xa ft st* m l . «*# 7;wjx 

fi(rE^B&^7;Prf U XAKJ: DffiEaJfc9B£¥ftft>6 

<oa»ii«fcimE»!Bttft«aiib. -sti^Mts- 
itmw. 

*f«a**» 7 ;i/ =f u x a ft t&*fl l x ^ -a *m*& n 7 ;u =/ u 
*f »Bff^ 7 ;u=f 'J x A»*i¥S«c»iW sntv»5 

#7;i^UXAft&*HJU K»«a»^7;U^UXAC 
J; o X«flEBt^X*3 ck tf&ffittfeiM#gt t&iW £ *ix n 

¥*ft£*Kt-S 
lftESLS:* «fc tfffiEfKSft ft iftEttffrBf # 7 ;W a' <J X A 
iCckoXMSU — B^SIft^-r-2)— WiMfSi. 
«rE»«tt»<ft^a fctttt 3 ft T ^ « S liME— «P 
ttTESff SMfr^aift^fS d tSftfttt**^ 

ascft^*-rssLSc5£^a<t, 

«H*«L3fli ©»«0t ft LTH* »fB«*«*a t . 
»Sa*^7;P=fJXA*»#ftUT^4*fWft^7JI/^'J 

#IE^S'J*$R(C «fc 0 ME»ffift«iM^gir^ 
l»E**f5ffll^7;U=/'JXA»J|ft^RC»*ft*ftTt»a» 

wmn7)isi u xa ft it*tu u . ^*t^*^7 ;v ^ u x 
i^jiaiL. — n$«tft*fi5t-r?>— B#«i^#at. 

DftE«ffitt«Hft^aic»*4*ftT^»*««tt*«lE-W 
^X-MSr-r-SMST^ai. 

*E¥X* J: «l»E5e«r#aT5E«r * ftfcS-SISft ME 

-SBt^X^^ai: ft^-f * ' i: ft^mt-r-sBt^ft^ 
E. 

^ tzffl <& n^sL* ft §mr -s sm^a t . 

*H*Baf^7;U^'JXAft»JWUX^**f«;^7Jl/=f , J 

*t «?Bt ^ 7 =c u x Ate w^a tc t»iW s nx ^ * w^b» 
^7)izs u xa ftat*m u . mmm^7)v-=sy) xa ic 

*oTi»Ea**Jt«»fB«*»*ftK:*)W*ftT«'»* 



«PBH¥l 0-440 



ftft^Mib, mmmrn <©— b* si* £ j«-r * -mm 

[fgHJ<£)|«ffl&Ift0J] 
[0 0 0 1] 

[0 0 0 2] 

c * - h rt t? 5*- ^ «nf #ft*aa *ff ^ ttwmu a $ 

[0 0 0 3] cro<±:5lC, lC*-KrtTjt}W^7Jl' 

[0 0 0 4] Z<DJ:-or£H-B/\>yft—mz<i;Z>m$5&<D 
XA€:J:Dtt«lfCbfcb. I C*— Hf*iC*iWa 

ti-ftu&m&»z*'r s>yic«fco, *fc»ang*nt8ia 

[0 0 0 5] 

fc£l Crt— h*rtr*f^ffff^T;i/^'JXA*iJ:C/^«®S: 

^Bff^T^UXASrJ: Officer 
Wtnx h S?K:*8$£ter^rf 'J X 



[0 0 0 6] v-X^AffliJTffL^^mgt*^ 

T?*Lt>««ft44)SL. I C*-h*Ki£«lxTK&rT 
il«J:l»o!)A»&«HiE*J«t tXftlE-r * d t *«BJtT?*S <h 
5 ££:*>»;:, Sfc->Xf AitMl/fcSr 

[0007] #?Ewa. jifaic^T^^nfcfeeoT. 

[0 0 0 8] 

W#iHlK«a#RWtt, fK«tt*<fctfa*ft**« 

5C ft S =f U XA tc J: o Tffla L TUf^C 
SfcB¥XSt«n*ST»oT, ttlE-WftlftflH* 

imm& a^ftffla k *s it « «r * fc \*9bm'& 

[0 0 0 9] |«3i»J|lB«0*K9»C*-3Ttt, ***** 
* 7 ;i> r/ U X A \z J: 0 It & J: * fc f * ft 
HSM L T^^^C * fc ft £ £ tfl^fMI * tt 

««ttft?««&T^-5. 

[ooio] B»*«2iH«o*«Wtt. rtHfft-r^trv 
^c*5 cfc cx*4tta» cDftttftoRKM w« ft gra-r <& sfi 
a»ft«*-r*fa.*«*#Ri:.'»»-«»aa«© 

ettftttK-rsttmttsR^R^. «E«»i»*f7;w 

«^*ik*6oa«fc*«fetf«rE»*«*fflab, 

iu •*s:ft*fl!i"rft**s:***»t. «risw«« 
t&«^a^»Jw$nrt^»ffittft«riB-- «TS»rt 



mm^l 0-4 4 0 3 



tmmn 7 )v =f u x a ic «t o l £jrr * 

[0 0 12] tt*«3 8E««)*«Mtt, tt^ttt** 

«**7*=fUXA»|ft¥Ri:. »#»§7;^'JXA 
ttM^ic^£nT<r)«MIMH»7;i'^'JXA«tt» 
fflU 'H»tfMm7;P=rUXAtcJ:oTMea.ft«sJ:tf 

35C*5«fc05BtrfE-^SrKrfB^BS^7;i/=f'JXAIC«fco 

[ooi3] »^ja3fs$£«*%BjjcfeoT«. ztwm 

U R— WP«*s-J;rff»^Xfe»»*^7;Hf 
UXAt:J:OMlLTS|tXS&«t*i:i:t)C. tt&R 

[0 0 14] B^JS4fE®02^3F£BJ«, Bt#{fr 

«§• 7 ;U =f U X A Srt&iW L T t» -5 *f «?Bff^ 7 ;l/=f 'J X Ate 
iW¥R<fc, lWIE«W']««l=«fc OWiE«*«l*iW*R*»6 
l»ESMER£R5Sr*»«RR5iS 2 i i R<t, #IE***W«W 
7^=fUXA»i|rt#iar»:*)W*nT^**lf9;i«#7Jl'=f 
'J X A * at*. ttJ L . R*f fW» ^ 7JWUXAl:'j:?T« 
E¥X*<fcUWEi&«Ba«:$&31U B»#;fi:£:ayjrr*Bf 
<»t)8¥Rt. Wfa*t#Bf#TJUrf'JXAlc«fcOflfliaSL 

[0 0 15] RjfcJB4ER©#«WK*-3-m, *f8tff 
#7;i/^'UXAJC«fcOJF3!C*3«fct;«5ie»*ffl ! aL.TBt# 
X*W5itfcl:, *f«5Pt-^7;U=f'JXAfcJ:0a 

ffc-SHtiaa »c: flt A T \, •> -5 . 
[0 0 16] B9jRJ15f5iffi03js%q;j«, ta^t-r^eus 

fSV&to&Wtti. <W*!«^7;U=*UXA£t&*rtL-CV>**f 
f*Bf#7Jl/:*UXAl#*rt^R<i:. M^Bf^-7;l/=/'JXA 



»tt*ac»iWanT^4>t«;BS^7;u^'J xas«* 
tBL. R*ffi;BS^7;i/=f'JXAfc«t-pT^fEBg^5:*3«fc 

« *#JBE >t* #BSf # 7 U XA lc «fc o Tjffll L , -&#g& 

[0 0 17] «f*«5E*60*5EMC*oTtt. 
<I7;W =f J XA tc «fc D flF^XU J: tflBSBft SMS L 
X^^fiKT^tifctc. St»BaW7;P^UXAKJ;DB(F 

[0 0 18] si:. »#^6E«©#f£Wtt. n|f^{t;-r 

*J7;H/'JXAt«HrtUTV>*»a!«f*J7;i/=fUXA» 

7ju=fj XA»w^at:«nmanT^»**!f*Bt^7;u=f 

iJXASML, R*f#Bf#7;V^UXA»C<fcrpTKl 
ESH.«c»^'»*»6<oa«c*J:tXWESSSB«l*«iab. 

-w**fejar*— w*«fcj«#R£. lWKiHMHMrt* 
a ic te^ a nr t» * %rr * me— wf ss-cjgSrT * mm 

[0 0 19] W#3S6E%<0#3BiHlc»oT«. ttfftHtr 
7 =f 'J X A C «fc o «fc CMMStt *«H9 U T— 

d#r*&j£u ceo— mm-vm&m&mgi-rziiii'b 

IC. C(DJg«ranfcittffi»*5«fc^ s PX**HJ!B*#7;i/=/ 
UXA»rJ;-=iT«iabTB»-^3C**fi!tUT^*. 
[0 0 2 0] ffl}3R^7Ett«3*S!Wtt. R^Hf*'*** 

Rt&iW^Ri. *t**R^7;U=f'JXAS16iWL'T^**f 
«at<*7;U=f'JXA*itt#a:t, »»fl«7;WJXA 

t&lfi^a fcfctffl a nr v » * ttiwara 7;wjxa*r# 

tU U . mmvfe^7)V zi U XA \Z «C o XflflESLi&*$ J: t>* 

tSSiRftt, flE^3t*3J:OC*flEH©f^a€:Ig»ra 
nfc*e&88£iWE:ft**Bf #7;P rf 'J XA cfc -p T«as 
U. iFS:S^fi)J7«)^SC^K^Rt«W-r*Ci«:?S© 



4 



&ffi¥-l 0-4 4 0 



[0 0 2 1] W*«7|B®09^%BJJ(C*^TI±. ftftlft 
[0 0 2 2] 

aBmiz-D^T&twr*. 

[0023] sin *5£weo— mmwmz&fr&mn 

i£« $ ti 3 ¥X * fc «BS^X * * n^-'tiHt t * fitt 
mft •£ co T & tt^l^f 7 =f 'J X A *5 <=fc 
aSr^-n-^nftWbT^SfBiro^ff^tt^^EU l*5<fc 
tfJB2»^#%tt*^U-3£*nr*. IC*-h* 

ion ±&mm£ ; T-?<»mgim*?f?7 : -?&§im 
mm» 5 . ic*- K£#©»fis£M»-rsiijiw«!sai5 

7, ±fld£B*>Sg«l,fc¥X. »*«©ID«*. I 

£§§i i *#-r*. 

[0 0 2 4] ®2£#B8bT, ICA-H10T 

£tl. h 3 0A^+J-t*7»fflS*2 0 

[0 0 2 5] 5*->jSa«(W»a5 5-Cg«Snfc«F^fc 

tiT#fc5px*3<tz>'i D.««*»sstt^^u 9 tc^&^-r 

-5. I DMB, ICA-Hl0fflS2W»^ : t 
U 3 K»Jtt£nT^*P»#fflHffl 2 

t*$gT£>0. tfcl D««tt»l 2 U 3 CD 7 

[0 0 2 6] MffffllS7ll JWfitt^t'J 9»C*ttL 

i Dmmzm-i^Tmzn^mft&xf) 3 

1*3 SUMS U ##«iaffl©»SB« («T. SSMSKi 

[0 0 2 7] St. &ft%£Sl lA>&a.0cRN*9t£ 
-5. 



[0 0 2 8] MfMVBfl.7tt. J6l©3F#» 

1 *»6»«?Bt^7;bd , UXAF*«*ttlb, J? 
Rtt^t 'J 9 lc»|fiLfc»!BttS K*J«fctf&ScR N£*f 

**>«*nfc««TK*-i^M3Sciiff^«iaffl©«. -r& 

*)T&-Wf«*TKSfctt7->Jj«7'J«TKi:LT»»tt^ 
*'J9l:»*it5. 

[0029] -A\z. mm&m»7\t. nxtt^^uQi: 

[0 0 3 0] £<3<fc 3 lcLTI«-^X*i£/# f&J 
PMafiR 7 im SBtt* * >J 9 C«M LT*5 Hfcy-># 5 
UiTK^Hil. dC0T->^5'J®TKTM2»7F 

[0 0 3 1] MffttSff7«. *Htt«'J9i: 

«m t -t &&^x*5 «fc ocfSL* r n &tttmtm&msc ttt 

Kit— t*xa«ffl«7|5 2 OSr^LT^T. h 3 0 CiEtti* 
[0 0 3 2] 74*5. H2(C(i, *X h 3 0 IC*5^^«^ 

{tmmtfvkztiT^&tf* nco^ftsaatfn i 

— H 1 0A^iBa*nfca»CRNS;ffl^T*Xh3 Ort 

icei»*nTi>*«««sK**«M»7;u=fgxAF 
\zm^znfc<D£mvr>#7vmTK&±f8.v, z<n 

H&^J^^U XAF lc± DMaL,T¥X»Cig#{tLT^ 

-So 

[0 0 3 3] ifctC. 03£#H8LT. IC^-FIOT 

Ht^xs*^<fr-5«^©ffiatco^Tittwr-5. i c 

*-Kl0H *X h 3 0 fXlftffl«*2 0 

wffi. *«ttfs.scRN*gflrr*a:. ic*-hio© 

■C**J:4:*IWiJ-r-5i. #^X. Ifc&lgcD I D«i* 
icm&RNfcifiett^'J 9\Z&mT2>. 
[0 0 3 4] -tn*»&, W»ttpC^EU 9lc»*ibfc I D 

S:^2c07F»5gtt^ ; £U 3*>e.tt*lHL.. C©»««S 
K*ii;*^h3 0*»6SfllbfcSa.«[RNSr**fS!#^7 

[0 0 3 5] i>CtC. |^5 : ->^7'J^TK*5<fc^X 1-3 

o*>bSit fcBt^x ^n&^ 7 ;u 3' U X A F \z ct 0 
n^e>, Mwaiaep7«iff£i4^ : tu 9ict&«ftLT*$^ 



0-4 4 0 



Tf^coWfgtt^'J 3»c»ttsnx^a»«ttSK 

[0036] sfc, mms&weim-t. n»tt^€'j9i: 
*2 o^Lt*xh3 o tcjijjrr-s. 

[0 0 3 7] 0 3 let*. JfrX h 3 0 K&tt-SRf^ 

[0 0 3 8] 041i> *5£W<Dti!L<DmMBt&\Z&kt>2>m 

[0 0 3 9] ±atUfcH2lCSLfc*jfiJBj6lC*»*sp 
XOTBg^t^atCfetiTHM^Ilt^-TJl/rf 'J XA F lC<fc 

S K SrM^Bt^T^d" U XA F \Z «fc 0 UTBf^ 
:£££j£LTt^3/&#g&£t>cOT'cl&£,, 

[o o 4 o] mm\zwm-?2>ti. ica-hio«*x 

h3 0*6*- fcfX««fflSg*2 ozftisTmmznz 

«xtt , b»CT r -^aig«i«»»5T?a«'S-st. -are 
[oo4i] mmmmm 7 «. =e u 9 iete«ft l 

fciBSBtt© I DfiCI^^Tl 2 ©WJStt^t'J 3 
Steffi Iv Jffgtt;* =E U 9 KttHfrT S. 

[0042] -a\z. mfflmm&K 7 «, « 1 co^#fgt$* 

^tU 9lZfemi,T%i^ft¥-$:t5£Zfim®mSK&*t& 

Bt^Tjpd , 'jXAFii<fcojaa$-a-« ccDjaa^s^Bif 

[0 0 4 3] Sl&fe£§§l lA>6a»RN*«4 

a*. noa^ufcascRNSjpatt^^u getter 
-5. 

[0044] -en* MPi&afim*. mico^jffs 

tt«Ul* 6tt*m LfcWWlt^y^zf U XA F le <fc 
0»«tt>^'J 9K»ttUfc«*ttSK*J<ttfa»RN 
«8L«S-ti\ -H^TKT»-Sy->>t*5'JttTK*£jS 
U £Wx>#7U®TKTSf§2©^»5£tt.*^'J 3 1;: 

^ft&aiCflfAS. 
[0 0 4 5] ftOTMag|5 7 1i. ifJStt^'J 9IC 

L &flH*X*S «fc R N SBjf^ftia* «X i <t t> 
(C-y- t'Xjf&fflSg* 2 0^LT^M0 tcjgjt-r 
-5. 

[0 0 4 6] ±aibfc0 4{C*3tt-5 I C#-h* 1 0 Kfc 
It^Bt^t^aaTtt. SMSDIC I Cii— H 1 0 0^2CO^F 



3KKWL&at. CO^Ol;I2 0TW^t^ ; E l J 3 
t»<fl*nT^*«ffitl|SK*«*J»cH«rL, COli 

Ltzwmms K*m^xi$wfe^7 >iziv x*a Fict o 

[0 0 4 7] Mfi<)l;li IC*-h'10tt*Xh3 0 
fcf:*«{WflSH*2 0^LT?Xt»© I 

i*»SSSL»RN*56^L. C©a»RNt««Rl/ft»« 

ssk *^Bt^7;pzf 'j xa f ir <fc o &ia itf># 

7'JKTKS4*L. £©7->#5'J&TKT?MS2<£PF 
WfEtt^^U 3rtO«SB«SK*«#fftiLTH«r-r«. 

[0 0 4 8] -?-tt*e>, £<Z>J^Lifc«$5£&SK£flH> 
-CiHWt^TVUfJ XA F 1C «t DspX*fflaUTl*<»A 

titusr*. ei/t, mmmm^nt. rcout^rsciJi: 

SL* R N &t%mt®&mX tit hfXSWHSB 
5fc2 O^LT^X h 3 OIcMjUT-S. 

[0 0 4 9] 0 4 let. *X > 3 OC^ttSaMf 

{fc8L3*«5ft S ftT t >* *». C ©aM*fl^&S ttB 2 JC jR L 
h 3 0 ^*5W-5ffi^tMaiC*SV»T^>#7'Jfie 
T K <DRt> 0 S K %m ^It&M&tt -5 COT* 

3. 

[0 0 5 0] 

[»M084*] {SLhItt'Jfllxfc.fc'SK:. *«W»C«tn»S, 
•> X t- A T & o ?— ? CO «| m £ MSI W f C K «& -5 H t *t 
T'#S±ir, 0£3|€©«t^lC^Bt^7;i/^'JXA*««l 
JiJJ^UX'AI^MLfcD^ S fc > X A ffl'JT^ 

^ft b Ti^m-r -a js: ^ <oa»tt«ia *MtLsv>ft 

[HEcofflm^iftW] 

[n i ] *»wo-«*fi»iiic«to*«p^{ta[^{t** 
[02] ei i ic^-r i c#— Ktcfc-sBt^tfflas^-r 

[03] SllC^-T I C*-HKlJ:4(a^<t«ia**f 

[04] #KW©te©5«S»ffiKfftoaW^ffc«#fl:# 
ffi&SK-r0T*O. Hii:Stic*-Ho»JC5i|Wfl: 
Ma^*-r0T*-5>„ 

[«F#©lttW] 

1 JBio^fffttt^^EU 
3 ^2CO^F*%tt^^E U 

5 T-z&gmM'mffl 
7 ftijtwMasR 

9 »Htt^^EU 



4$B8¥ 1 0 - 4 4 0*3 



10 ICrt-K 
1 1 Sl&f££§§ 



2 o -y— tf*is«/fl3g* 

3 0 *Xh 
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